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Abstract. The service-oriented architecture (SOA) approdgromany prom-
ises for the development of high-quality Healthohnfiation Systems (HISs)
that utilize information such as Electronic HedRbcords (EHRs) from differ-
ent parties. However, extreme privacy preservaiguirements and the variety
of deployment systems make development of HISscpdatly challenging. To
support HIS developers, we propose effective mdsheanand tools to become
part of the development process. We use modelqrargineering to switch
the focus of the developers from technologies deedmplementing SOA to
domain specific concepts of the HISs under studyr &@pproach relies on a
modeling framework based on Web rules, which allog/go represent business
processes and policies of service-oriented HISa imified rule framework.
The framework supports development of tools fooranal analysis of existing
services and their policies by using rule-basedaeimg engines (e.g., HP's
Jena). The tools that we are developing can ideimifonsistencies between
Web services from different parties, propose sohgifor mismatched policies,
and verify security and privacy requirements of/mer-oriented HISs.

1 Introduction

The recent research in the area of Health InfoonaBystems (HIS) is realizing the
necessity for developing software systems thattedp with faster, less erroneous,
and more productive information exchange (e.g.harging Electronic Health Re-
cords - EHR) and collaboration between differenaltteCare Establishments (HCE).
This provides more effective and efficient patieate, especially in emergency cases,
where a quick exchange of EHR is needet].[Service Oriented Architecture (SOA)
introduces a sound method for developing servigented HIS with regards to inter-
operability and reliability 10]. Benefiting from the interoperability solutions SOA,
one can address the business requirements fomthie®in an HIS through orches-
tration of their business processes (e.g., the ganey unit can fetch the latest status
of a patient’'s EHR from her family doctor to bettexat the patient in need).

What distinguishes an HIS from systems with similaeroperability require-
ments is its extreme constraints for privacy prestion of the patients’ EHRSLE].
Making proper decisions on where, when, and to veixént, the EHR of a patient
should be released to the organizations in chaagerécently been subject to a lot of
debates. Health Insurance Portability and AccodulitiatAct (HIPAA) [16] in the
United States and Personal Health Information Rtmte Act (PHIPA) [L] in Canada
are examples of the efforts conducted by the gawemns to assure the patients with



the confidentiality of their EHRs. These conceraséinitiated several research lines
in merging security and privacy approaches with Stased HIS18,40].

Designing a secure and reliable SOA-based systeichveiatisfies the interopera-
bility requirements of an HIS is a matter of deglimith a variety of technologies at a
low level of abstraction. This includes technolagte design business process rela-
tions for the Web services offered by different HQE.g., BPMN 39] and WebML
[7]), to declare information exchange between trsmwices (e.g., by using WSDL
[8]), to specify privacy and confidentiality ruleses the EHRs (e.g., by using WS-
Policy [37], Rei p1], or XACML[30]), and to dictate the policies over the services
act (e.g., by using reasoning and enforcement esgsuch as Margravd3]). The
problem of orchestrating Web services becomes mwae challenging when we real-
ize that each HCE may use a different set of telcigies to define its business proc-
ess relations and policies. Ideally, the desig8©Ofs for HISs should also allow for
dynamic discovery of services and even run-timénestration of services. In such
situations, it is important to have (run-time) macisms for checking whether it is
possible to orchestrate some services or not {gaged on the different policies).

To address the problem of using many differentetdgies in the development of
service-oriented HIS, we propose the use of modekd engineering (MDE). MDE
enables for abstracting away the complexity ofithéerlying architectures and focus-
ing on the problem under studg][ This is done by defining and using a domain-
specific modeling language that can precisely matifferent aspects of service-
oriented HISs, i.e., business processes and theesponding vocabularies and poli-
cies. However, to be able to undertake both desigd-run-time analyses of policy-
driven SOAs for HIS, the modeling language musbased on a suitable formalism.

In this paper, we start from the fact that busim@sgesses, vocabularies, and poli-
cies can be modeled by means of rules. In our agprove propose the use of Web
rules B5] defined over vocabularies. In particular, we tteeUML-basedRule Mod-
eling Language (URML)2] as an MDE solution to model Web rules (and cense
quently policy-driven SOAs for HIS). The URML stamfibr a graphical concrete syn-
tax of REWERSE Rule Markup Language (R2MBR] which is one of the major
proposals for sharing rules on the Web. We use URNMIlla unifying framework into
which we transform business processes of involvigsHind their associated policies
[23]. We use this unified rule space to developariag tools supporting SOA-based
HIS application designers with analysis and vaiatain order to resolve information
exchange conflicts among services and their palicie design time as well as to
monitor privacy during information exchange. Weoahow how to exploit these
transformation capabilities to resolve the issied frequently rise due to the diver-
sity of the underlying technologies used by collatiog HCEs.

The rest of this paper has been organized as fellowsection 2, we provide a mo-
tivational example of the requirements of incorpioga different HCEs into one HIS
application. Section 3 gives a background on tlistieg technologies to be used for
establishing an HIS together with our modeling ajpgh. Section 4 elaborates on us-
ing URML for designing and validating a distributeddS. In Section 5, we discuss
the advantages of our approach compared to othstirextechniques, which is fol-
lowed by a conclusion in Section 6.



2 Motivations

It is highly desirable to enable different HCEsstware their business processes and
EHRs. In the case of an emergency, obtaining atzEBRS from family doctor’s
HIS can play a critical role in saving patientfeliFor an elderly patient, exchanging
her EHR between her family doctor’'s HIS and thegltarm care unit’s HIS in the re-
tirement house can provide for the better qualégecwith an ability to continually
monitor the patient’s health. The HIS applicatiateveloped for any of these HCEs
have to be able to discover and connect to oth&rthtt hold the vital EHR informa-
tion, including the emergency HCEs, the family @octedical clinics, insurance
companies, paramedics, or any health clinic thap&er uses patients’ records. Typi-
cally, in the distributed HIS, collaborating orgaations establish their information
exchange network upfront and before getting intp exchange of EHRs. They syn-
chronize their resources and develop shared pfatfor which the HIS applications
are developed. This process is slow, requires comenit from all parties, and makes
it difficult to engage HISs in HCESs that were nattpof the original agreements.

We share the vision of SOAs where HIS applicatiargsbuilt on top of independ-
ent HIS services provided by different HCEs. Ratiram developing a shared plat-
form between HCEs we equip the HIS application teper with the set of mecha-
nisms and tools that facilitate the application elepment, including resolving
interoperability issues, addressing policy constsiand satisfying privacy require-
ments. In Fig. 1 we describe a rather typical sderaf an HIS application. A nurse
in the emergency unit (organization C) obtainsdtieer’s license number, name, and
address of a car accident patient. Her applicatimrrogates known insurance com-
panies’ HIS services for the knowledge of the pati©nce the service is discovered
(organization A), another service is invoked at discovered HIS to obtain Personal
Identifiable Information (PII) of the patient, suals his Care Card Number. If avail-
able, also the identifier of the family doctor’snit for the patient is discovered at the
same time. Otherwise, a similar interrogation aer medical clinics is carried for-
ward with patient’s Care Card Number. Next, thecoh®red medical clinic HIS is

queried for the patient's

EHR. After the treatment,

the EHR at the family doc-
tor's HIS is updated with the

. latest patient information in-
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that have to be resolved ei-
=) /@a ther at HIS application de-
| qonen™ velopment time or at run-
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Fig. 1. A security enabled HIS to protect the confidential mation of organizations A

formation of a patient while giving appropriatevileges to and _B' it needs to know what
the nvolved resource services are offered by these



two organizations, what constraints each orgarminatiefines over sharing its infor-
mation, and how the services can be orchestratedttmin intended information out
of the EHRs. Moreover, as the selection of orgaitina A and B is dynamic based
on a concrete patient identification, the HIS aggiion has to be able to communicate
with a wide variety of HIS systems. To achieve asth exchange and throughput of
data, the interoperability mechanisms, to alignlihsiness processes in all involved
organizations, have to be designed at the applicatevelopment time. Additionally,
each of these organizations may have its own seirighcy and security policies
placed over the shared EHRs. For instance, a pblicthe insurance company may
prohibit any call from organization C to see anfoimation beyond the Care Card
Number of the patient. It may also open the actee$ise Care Card Number only for
the doctors of an emergency section and not fonthses. Similarly, the HIS keeping
the EHR of the patient may consent to revealingréselts for special medical tests
merely to the doctors of organization C (i.e. ereeny section) by obligating them to
send a notifying email to the corresponding patitrghould also be noted that differ-
ent HCEs may use different languages to defing tdiRs, business processes, and
policies (cf. Section 3) which makes collaborattanong them even more difficult.

To the best of our knowledge, there has been nctipah effort that puts into the
same context the design and verification of thesteag services, policies, and busi-
ness rules, so that one can potentially proposes gussible workflows or analyze
the defined workflows (i.e., orchestrations.) Sacimethod requires a reasoning proc-
ess over different business processes providetdebiACEs. In this paper, we suggest
URML as a rule modeling language that can assidt mibdeling both business proc-
esses and policy rules as through its rich ruletagaphical notations. Strong ties
between URML and REWERSE Rule Markup Language (RRMEn enables us to
convert our URML-based models to R2ML and thennyg aule or policy language
[23,26], thanks to the language capabilities. Alsodfarmations between R2ML and
various rule languages (e.g. F-Logi4] and JBoss27]) enable us to transform the
URML models to any of these languages (through Rp&Hd then reason over them
for the sake of validation and verification of a3Hépplication at design time. Fur-
thermore, such models can be later deployed irgblyhidynamic SOAs. The rest of
this paper will be devoted to provide a clear dééin of our modeling approach for
designing, verifying, and validating HIS applicatsoin distributed HISs.

3 Background and Related Work

The pervasive use of the Internet in today’s apgiims and its adoption by HCEs
now benefits from a collection of standards sehatjonal and international organiza-
tions for the purpose of keeping and transferrit¢RE. In this section we review
some of the specifications and languages develdpediefining and exchanging
EHRSs, business processes, and policies definedtioedrusiness processes.

3.1 Medical Data Exchange Standards

Digital Imaging and Communications in Medicine (DICOM) is an internationally
accepted specification for storage, manipulatiord ransmission of diagnostic and



therapeutic images, and image-related informatidy. [DICOM defines a file format
and a network protocol for the exchange of medivalges.

Health Level 7 (HL7) [16] is another standard set which defines a messagke!
to be used in transmission of textual data in HCBased on these standards, a num-
ber of medical data exchange and communicationtaotbres have been developed,
the most well-known one of which is briefly overwied below.

Veterans Health Information Systems and Technology Architecture (VistA) is an
HIS used for EHR data exchange adopted by the &me$eHealth Administration
(VHA), one of the biggest health organizationstia tvorld. This system, widely used
in the United States, is based on Bidirectionallthelmformation Exchange (BHIO),
a comprehensive set of protocols for peer-to-pesgrstission of large amounts of
coordinated healthcare information. VistA is dep&d in accordance with HL7, and
is believed to be the first nationwide medical mfiation exchange syste]|

3.2 EHR Exchange L anguages

Medical Markup Language (MML) is a markup language for facilitating EHR ex-
change between different HCEs. In order to exchanfygmation, the information
stored in the database of a specific HCE is comderito the MML format, and using
the single MML interface of that HCE, it is exchadgwith other HCES15].

Virtual Patient Records System (XVPRS) [41] is a centralized approach based on
a web server from which medical information flowsall connected HCEs. A Com-
munication Virtual Machine (CVM) is responsible fine exchange of EHRs, and can
have policy and privacy requirements such as HieRfarced on it.

3.3 Service Languages

Web Service Description Language (WSDL) is an XML-based language that is used
for information exchange in distributed syste®k WSDL allows those who seek the
services to find out the function calls to a sesvémd how to access them. WSDL de-
scribes web service capabilities as collectionsahmunication endpoints that can
exchange messages. It is extensible in the seasedpardless of the message for-
mats or network protocols, WSDL fully describes émelpoints and their messages.
Business Process Execution Language (BPEL) is an XML-based execution lan-

guage that is used in distributed systems for shagsks carried out by different enti-
ties in the systenB]. Using a combination of web services, BPEL eeafdhtra, and
inter-communication between parts of a decentrdlgestem.

3.4 Service development languages

Business Process Modeling Notation (BPMN) is a standardized modeling language,
with a graphical notation, for defining busineseqasses in a workflowdp]. BPMN
provides a mechanism to help with generating exddetbusiness processes (in
BPEL) from the business level notation. This meidrarhas been used in tools such
as BPMN2BPEL

1 http://www.bpm.fit.qut.edu.au/projects/babel/tdols



Web Modeling Language (WebML) [7] is a modeling language for designing web
applications, which most importantly consists of tontent model (i.e. ER modes)
and hypertext model (i.e. including navigation gmdsentation). WebML has exten-
sions for modeling service-oriented Web applicatiby extending its hypertext mod-
els with concepts for modeling Web service inteécanst based on the WSDL 1.2 mes-
sage exchange patterns. To the best of our know)auy practical attempt has tried
to discuss policy related issues (e.g., accessatpint terms of WebML.

3.5 Policy Languages

eXtensible Access Control Markup Language(XACML), is a relatively new and
promising paradigm in encoded data exchargf¥. [This XML-based markup lan-
guage is used for expression and enforcement esaamontrol policies using a single
language. XACML can be used to restrict accesettain EHRs in an HIS, and has
the capability to deploy authorization policies ttltwmply with its resources and
business use cases. XACML is its supports rulechvpierform conflict resolution
amongst conflicting policies. Although XACML suppem fine granularity of access
control specification, the policy is verbose and intended for human interpretation.

Rei is a policy framework that permits to specify, lgna, and reason about de-
clarative policies defined as norms of behaviit][ In order to specify policies, Rei
adopts a rule-based approach. The policies defigeRei govern the actions.g. ac-
cess controlihat an entity (e.g. laealth professiondlcan perform on resources in the
environment. The current version of Rei 2.0 ad@ptéL-Lite to specify policies, and
can reason over any domain knowledge expressathar &DF or OWL.

Knowledgeable Agent-oriented System (KA0S) is a framework that provides pol-
icy and domain management services for agents ted distributed computing plat-
forms [34]. It has been deployed in a wide variety of iradfent and distributed com-
puting applications similar to HISs. KAoS policyrgees allow for the specification,
management, conflict resolution, and enforcemematicies within agent domains.
KAo0S uses Web Ontology Language (OWL) for Semgmbiecy specification.

3.6 General Rule Markup Languages

The main purpose of a rule markup language is tmpeeuse, interchange, and pub-
lication of rules that administer the behavior ofiges in a system. Rule markup lan-
guages are the vehicle for using rules on the Wiebather distributed system39].
They play an important role in facilitating busieds-customer (B2C) and business-
to-business (B2B) interactions over the Internedre;l we refer to two of the widely
used markup languages that can represent polic@sigh level of abstraction.
RuleML represents an initiative for creating a generad¢ miarkup language that
will support different types of rules and semantitat constitute policie$]. RuleML
is built on top of logic programming paradigm ofsfi order logic (i.e. predicate
logic). It builds a hierarchy of rule sublanguage®n XML, RDF, XSLT, and OWL.
The current RuleML hierarchy consists of derivati@g., SWRL, FOL), integrity
(e.g., OCL), reaction (i.e., Even-Condition-Actipahd production rules (e.g., Jess).
REWERSE Rule Markup Language (R2ML) is another rapidly emerging web
rule language which serves as a means for enathlndeployment, execution, publi-



cation, and communication of rules on the Web. R2bldefined by a Meta-Object
Facility (MOF) metamodel. It considers five maipég of rules to model a system,
i.e., integrity, derivation, production, reactiand transformation rules. In this paper,
we explain two types of rules that are later uge&ection 4. An R2ML derivation
rule has conditions and a conclusion (Fig. 2a) Withordinary meaning that the con-
clusion can be derived whenever the conditions .haldeaction rule (Fig. 2b) is a
statement of programming logic that specifies tkecation of one or more actions in
case of occurrence of a triggering event and satisin of its conditions. Optionally,
after executing the action, post-conditions maydn&gebe satisfied. Reaction rules
therefore have an operational semantic (formalistage changes, e.g., on the basis of
a state transition system formalism). Fig. 2 shawexcerpt of the R2ML metamodel
for a derivation rule and a reaction rule. The R2Micabulary can be defined as a
combination oBasic Content VocabulayRelational Content VocabularandFunc-
tional Content Vocabularyo represent objects and classes, relations bettinsn,
and also different functions.

DerivationRule
LogicalFormula

1.* conclusion

conditions 0.1

..
{OR}

_ 1
ActionExpression

steondition

triggeringEvent
(@ (b)

Fig. 2. The meta model for (a) a derivation rule, anda(lbgaction rule in R2ML

R2ML has both a UML-based graphical and an XML-basxtual concrete syn-
tax. Given that R2ML fully follows MDE principled, is the best candidate to be used
as a general policy modeling framework in any distied system. The full descrip-
tion of R2ML in the form of UML class diagrams is/gn in [32], while more details
about the language can be found38][ Several transformations between R2ML and
other rule languages (e.g., RuleML, F-Logic, OWL/BWY Jess, UML/OCL, Drools,
and Jena2) and policy languages (e.g., Rei and KAa®%e been implemented by us-
ing XSLT or the ATLAS Transformation Language (AT[33].

4 URML to define Medical Policies and Processes

UML-based Rule Modeling Language (URML3][has been designed by benefiting
from the use of MOF/UMlLconceptual modelingxtended with additionalisual no-
tations that enableassertion specificationdJRML is backed up by R2ML and pro-
vides one-to-one mappings from its graphical notetito the concepts of R2ML.
Consequently, all of the rules represented in RAMA. derivation, reaction, produc-
tion, and transformation) can be graphically modaksing URML (N.B., integrity
rules are modeled as OCL invariants). All typesudés in URML are depicted using
circles with identifiers. Conditions are depicteslaarows from a conditioned model
element to a rule circle (i.e»). A condition element can be one of the UML clfissi
ers: class, associatiorand association endA negated condition is depicted using a
crossed arrow (i.e-»). Conditions can also be defined by using OCleffdt that is,



OCL expressions that further constrain the condétidefined by means of UML clas-
sifiers. There is a plug-in for Fujaba (a well-knowWML tool), calledStrelka for
modeling rules by using URML. Strelka serializesNIRmodels in the R2ZML XML
format. Fig. 5 and Fig. 6 show examples of URMLerul

Our prior research in the area of business pravesteling and policy transforma-
tion, via rules, shows that derivation rules are thost suitable rule constructs to
carry policies 22] while reaction rules are the most appropriatesoto model busi-
ness processe2§]. Building on top of our previous research warid exploiting the
use of graphical notations of URML, in this sectiva present the details of our hy-
brid modeling framework to combine business proegssd policies of a SOA-based
HIS in one single context. This provides us witfraanework in which we can build
distributed systems with upfront verification andligtation of their business proc-
esses, resolution of policy conflicts, and detectid information leakage and vulner-
abilities of the system under design.

4.1 URML to model Business Processes

Business processes in a system represent a seteofidoven tasks which address a
managerial, operational, or supporting processirss processes may have different
behavioral patterns, that is, they may or may ©oept an input message and may or
may not generate an output message. In cyber spfgcejtimate goal of a business
process is accomplished by a set of one or more 8&rlices. Based on the behavior
of the business process, the WSDL specificatioindefeight different message ex-
change patterns (MEPs) between SOAP nodes, ingjutirOnly, Robust In-Only
In-Out, In-Optional-Out Out-Only;, Robust Out-OnlyOut-In, andOut-Optional-In

Considering the behavior of a Web service in teofrithe triggering events, the set
of input data, pre- and post-conditions for exewta Web service (strongly sup-
ported by Semantic Web service specificatiadB]), and the ultimate output of the
Web service, it can be neatly modeled as an Eventifion-Action (ECA) rule or,
better to say a reaction rule, in R2ML. In thisesas web service input message is a
triggering event of a reaction rule, while a webva® output message can be mod-
eled as an action of an R2ML reaction rule. Althotige standard WSDL specifica-
tion does not support pre-conditions or post-céoid, almost all proposals for Se-
mantic Web services include these concepts, ang fimther justify the fact that
R2ML reaction rules can be used to model Web sesvic

In URML, a reaction rule has additional element tire specific only to this type
of rules. Amessage event typeodel element is connected to the rule circle it
help of a triggering event arrow with a solid hea&l rule event is depicted by an ar-
row from an event class to a rule circle. A posttition is depicted as an outgoing ar-
row with a double head (to denote a state change) the rule circle to the postcon-
dition classifier (class, association, or assooiatend). A postcondition arrow
supports annotation with filter expressions, spyétif the state change of the system.

2 Note that here we show one particular type of eesgpressions (i.e., message event type)
supported in R2ML and URML. However, as shown in. Zigtriggering events are of type
EventExpression, which is further divided into carsipe (e.g., parallel or sequential events)
and atomic event types. Messages event type ibtgpmiof AtomicEventExpression.



To show the capability of our
ATES 808 NNt vz, framework, here we demon-
ao il o strate a Web service based on
the example given in Section 2.
We mentioned in the scenario
of Section 2 that the insurance
.  company of a patient may need
3gg:::iigéorszosnt:zgress:String llbaae BRI Re, to Send the Care Card Number
@ ContactPersonMame : String *IR InsuranceCompResponse| 55 well as the contact person of
@ careCardMNO : String 0. o 7] . .
a patient to a nurse in the emer-
Fig. 3. The reaction rule model for an In-Out Web Seg_ency unit. Fig. 3 represents the
vice example reaction rule modgl for a Web
service representing this sce-
nario. In this case, a request of typersonalldentifierinformationRequesbntaining
the name, the address, and the driving license aumba patient is sent to a Web
service, and the Web service sends backnanranceRecordtontaining the Care
Card Number and the information for the contacsperof the patient. Next, this ob-
tained information can be used to request the m&i€HR (e.g., expressed in a lan-
guage such as MML) by querying other serviceshat tase, our service model will
be referring to MML concepts as parts of output sages to be exchanged via SOAP.
This clearly shows aim-Out MEP for the corresponding Web service. Considering
that we have one-to-one mapping between the mddggo3 and the R2ML reaction
rule, the model can be fully mapped to an R2ML tieacrule. We also have devel-
oped two-way mappings between R2ML and WSDL whichulg easily enable us to
convert the obtained R2ML rule to WSDL, and waykfiom WSDL to R2ML P6].

@ address : Sting
@ drivingLicenseMo : String
@ name : String

InsuranceRecord

4.2 URML to model Policy Specifications

As we stated earlier, policies are best modelealtin using derivation rules. This is
mainly because policies clearly show the derivativeaning of granting privileges
based on a set of constraints that satisfy the ittond. The policy constraints are
placed in the condition part of a derivation rutelahe final conclusion would be an
authorization or authentication decision. The galitgrof R2ML enables us to con-
vert most of the existing languages to R2ML. Mommwe can provide transforma-
tions from R2ML to different policy languages asliwBetailed discussion of inter-
changing policies through using R2ML can be found[22]. Compliance and

conformance of URML to R2ML enables us to extene thappings originally de-

fined between policy languages and R2ML to polayguages and URML as well.
Thus one can model various policy languages usiRiyIlU, and then convert these
URML models to R2ML. The approach gets completecapplying the transforma-
tions from R2ML to different policy languages whislould eventually transform our
abstract models for policies to machine understialedaolicy representations.

For our R2ML models to be able to fully cope witietmeaning of policy lan-
guages, we have defined a high-level conceptualagy that entails the most impor-
tant and necessary elements for a policy languAfgeuse the instances of these onto-
logical concepts in the conclusion of an R2ML dation rules to capture the
meaning of the policy rules modeled with R2ML datien rules. Fig. 4 shows the



metamodel for the
abstract ontology that
we developed for
conceptualizing poli-
cies in R2ML. We

« cortext + hasactor also defined this on-
tology using the
R2ML  vocabulary.
As shown in Fig. 4,
we consider four
main types of poli-
cies for our current
ontology, Permis-
sion, Prohibition, Obligation, andDispensationThe basic attributes which our policy
ontology entails consist of the to-be-protectedoactthe context where the action is
applied, the priority for the policy, and the etfef executing the policy. Moreover,
for obligation or dispensation policies, we have #uditional concemibligedwhich
places an obligation action upon execution of é&gaolle. All these elements refer to
the concept of OWLTHING for their range. Howevee ean further specialize them
by defining specific classes for action, and contexparticular we define th&ction
class and define hasActorrole for this class which represents the actoarofiction
and has the clagkctor for its range. This class can be further speadlim order to
represent users and roles (e.g. we hdweseinherited from the clasactorin Fig. 5.

To exemplify the capabilities of our modeling frammek, let us try to apply our
modeling approach to the policies of Section 2. Ngge mentioned that, the insur-
ance company might set a policy thgirevents an emergency section’s nurse from
accessing any other information beyond the CaredQéw of a patientLeveraging
the graphical notation of URML, this rule can bedeled as shown in Fig. 5. Accord-
ing to the figure, there is a prohibition elemeaken from our R2ML policy ontol-
ogy, in the conclusion of the rule with itentext andhasActionattributes related to
instances fromnsuredRecordand ReadActionrespectively. The policy defines that,
any request from &equestingEntitfor which the requested action is not of type
ReadActioni.e., the action consented over among the cal&thhy organizations be-
forehand, is prohibited. Fig. 6 shows modelinghaf bther scenario of Section 2, stat-
ing thatonly the doctor from the emergency section is albwo access the medical
test results of a patient and a notification emsifequired to be sent to the patient.

- hasEffect
Policy aeETe
obliges
OWLTHING

hasAction
ObligationOrDesipensation lhasConext
JAN

AN

InsuranceRecord

@ Contactinfo ; String
@ ContactPersonAddress : String

smessage event lypes

P i ationRequest

% address ; String % ContactPersoniame - Btring
@ drivingLicenseNn - String @ caraCardMO : String
@ name : String =

0.1

P context careCardNO == X careGardhO

Fig. 5. The URML model of a policy prohibiting the nurseaccess
any information beyond what is allowed by ReadAction

ObligationOrDesipensation

@) (b)

Fig. 4. The abstract policy ontology used in R2ML togethvith its internal definition



ElectronicHealthRecords

1

«message event types
HealthRecordRequest

@ careCardMNO : String
@ situation ; String

* conte] S endEmailaction

0.1

+ hasEffect

1 0.1

* hasAction

\%’““‘ﬂ{—\—

P.contexteareCardifl0 == K.careCardhd

Hsituation =5 "URGENT" and

What distinguished
the policy of Fig. 6
from that of Fig. 5 is
the hasEffectattrib-

ute of the policy that
can be instantiated
by instances of class
EmailAction. This

reflects the effect of
permitting the doc-
tor to access the
medical test results

Fig. 6. The URML model of a policy allowing the doctor tocass

of a patient.
the medical record of a patient with a notificatemail as its effect.

As stated before,
there is clear a one-
to-one mapping from URML to R2ML. Consequently, st®uld be able to transform
the models above to R2ML. Strelka supports autamgdneration of R2ML rules
from URML. Fig. 7 shows the R2ML derivation ruletaimed from transforming the
model of Fig. 6. As Fig. 7 shows, for every singlement of URML we have a corre-
sponding R2ML construct. For example, the equalligck linked as a condition to
the derivation rule of Fig. 6 has been mapped ¢oEtualityAtomof R2ML. Simi-

<r2ml:DerivationRule:
<r2ml:conditions
<r2ml:ObjectClassificationAtom2ml:class|B"Request
<r2ml:ObjectVariablg2ml:name"X"/>
</r2ml:ObjectClassificationAtom
<!--similarly for other elementswasll -->
<r2ml:EqualityAtonm>
<r2ml:ReferencePropertyFunctionTer@ml:referencePropertycareCart>
<r2ml:contextArgument
<r2ml:ObjectVariable2ml:name"MTR" r2ml:class|"Medical TestResult>
</r2ml:contextArgument
</r2ml:ReferencePropertyFunctionTerm
<r2ml:ReferencePropertyFunctionTer@ml:referencePropertycareCart>
<r2ml:contextArgument
<r2ml:ObjectVariable2ml:name"X" />
</r2ml:contextArgument
</r2ml:ReferencePropertyFunctionTerm
</r2ml:EqualityAton>
</r2ml:conditions
<r2ml:conclusior
<r2ml:ObjectDescriptionAtom2ml:class|B="Permissiots
<r2ml:subject
<r2ml:ObjectVariable2ml:name"P'/>
</r2ml:subject
<r2ml:ObjectSlotr2ml:referencePropertyE context>
<r2ml:object
<r2ml:ObjectVariable2ml:name"MTR" r2ml:classIB"Medical TestResult>
</r2ml:object
</r2ml:ObjectSlot
<r2ml:ObjectSlotr2ml:referencePropertyEhasActiori>
<r2ml:object
<r2ml:ObjectVariable2ml:name"AMT" r2ml:class|"AccessMedical Te$t>
</r2ml:object
</r2ml:ObjectSlot
<r2ml:ObjectSlot2ml:referenceProperty ' hasEffect>
<r2ml:object
<r2ml:ObjectVariable2ml:name"SEA" r2ml:class|B="SendEmailActioly>
</r2ml:object
</r2ml:ObjectSlot
</r2ml:ObjectDescriptionAtorn
</r2ml:conclusior

Fig. 7. The corresponding R2ML excerpt for the policy aj.F”

larly, we have imple-
mented mappings from
R2ML to KAoS and

Rei policy languages.
[22] demonstrates how
policies expressed in
the form of R2ML

rules can be further
transformed to policy
languages such as
KAOS and Rei. Be-
sides the benefits of
this approach in terms
of facilitating the defi-

nition and design of
policies, the actual
strength appears when
we combine this ap-
proach with what we
provided in the previ-
ous section, that is,
modeling the business
processes by using
URML reaction rules.



5 Discussion

The unified representation of policies and proceds® the single reasoning space is
essential both for the dynamic discovery and oitchgsn of service as well as im-
proving development of HIS applications. By embeddintelligent reasoning into
the software development process we plan to sppeithaidevelopment of the HIS
applications as well as provide mechanisms foreaghg) highly usable applications
satisfying the stringiest privacy requirements. #e developing three applications
currently based on our framework.

Validator for Service Orchestration. The main purpose of the Validator is to run
simulations on the application invoking the sersideom the different domains. As
the developer models the HIS application, whiclokes Web services from different
HISs, the application business process and polasssciated with the services (pos-
sibly expressed in different policy languages) tmemsformed into the unified rule
framework. The Validator invokes the policy ruledldwing the application business
process and executes them testing the flow thrahghsystem for the predefined
combinations of input parameters and ranging ober det of runtime selection
choices, e.g. registered family medical centerstheai policies.

Policy Analyzer/Bottleneck Spotter. The Policy Analyzer is an add-on to the Vali-
dator process. The Analyzer is invoked when theddgbr Simulation is halted be-
cause of the conflicting policies. The rules reprgg policies are analyzed with re-
spect to the constraints and expected parameterse possible types of conflicts can
be identified: i) vocabulary conflict requiring repping of the attributes to ‘conflict-
ing’ policy ontology, ii) missing information cordk requiring redesign of the busi-
ness process, and iii) unresolvable policy conflefjuiring developers to engage in
the bilateral negotiation with the service provided reaching agreements leading to
the redefining or extending the policies.

Privacy Guardian. In the heart of the third application are spegifiivacy protec-
tion rules set by general privacy laws and heatiapy standards. For example, the
rule can specify that the insurance company caaivemnly patient information re-
quired to determine the level of coverage for thecffic current treatment. The ge-
neric privacy rules are amended with the rules sty from the bilateral agree-
ments for information exchange between HCEs aratnat rules for the home HCE.
The Guardian application simulates the workflow amzhitors the flow of the infor-
mation in the service orchestration with respecthi® privacy rules and constrains
specified in the policies’ post-conditions identify any potential violations of the pa-
tient’s privacy.

The first two applications above focus on increggime productivity of the devel-
opers in the highly sensitive domains such as HiStbeir applicability is much
broader. The third one clearly focuses on HIS buidsigned modularly which en-
ables to replace HIS specific privacy rules witbea of rules from different domains.
It should be also noted that the three applicatimreefit from the unified models that
bring all involved workflows and policies into siegspace. From the technical point
of view the applications themselves are experesystthat reason over the distributed
HIS. Another benefit of the unified modeling enviroent for the workflows and
policies is that it increases maintainability oé ttheveloped applications, in particular
their extensibility. With clearly modeled extensipaints of the application the three



applications can be easily re-run on the extendedefs and as such preserve the
consistency of the final application. The same apph can be used as a prophylactic
procedure to ensure the application is well syneizexl with external Web services.

6 Conclusions

Several research projects have addressed the useddls in an HIS-like domain
which can be characterized through its extremeapsivequirements.3| 28] repre-
sent Model Driven Security Engineering (MDSE) ase@thod for representing both
the business process relations and policies via Uivtifiles and Object Constraint
Language. Jones et. al. it9] suggest the use of MDA together with formal moets
for the purpose of verification, validation, andrrestion of the designed system. []
represents some efforts in using UML to define sgcbased distributed systems.

Despite the important contributions made in thevabmentioned efforts, none of
them precisely addresses the verification and pa@tion of different HCEs in a
service-oriented and policy-driven HIS applicatidinis leads to the most important
contribution of our framework with the ability toadel policies and process of ser-
vice-oriented HIS in a unified way. The main conserce is that we can then analyze
both policies based on the same formalism, thatiiss that have well-studied princi-
ples of reasoning, validation and verification. @thelated model-driven approaches
require transformations of their models into sdgatalidation formalismsZ0], or
when they are using several different model langadg.g., UML diagrams or UML
profiles), which is the most common case, all thdifferent aspects should be trans-
lated into the same formal framework to be validg®&il]. In our case, we are lever-
aging the use of R2ML to be a general interchaagguage, and hence we are able to
analyze models of policy-driven SOAs for HIS intamy different rule-based engines
such as Jena. Fig. 8 shows a sample of the autaihatienerated Jena rules from the
corresponding R2ML rules of Fig. 3 and Fig. 6.

[( ?P context ?EHR )

( ?P hasAction ?AM )
[(?IR rdf :type |nsuranceRecord) <?P hasEffect 2SEA )
N ?X rdf:type Request)

?N rdf: type Nurse)
?X situation URGENT)

equal ( careCar dNQ( ?EHR) , car eCar dNO( ?X) )
(?AMI hasActor ?N)

(?SEA hasActor ?N)

userv:

(
(?PII R rdf: type E
Per sonal I denti fi er | nformati onRequest) (

I

I
@ (b)

Fig. 8. The Jena representation of the R2ML rules shova) Fig. 3. and b) Fig.6.

However, given that we have developed two way frangations between R2ML
and various policy and rule languages, we are Hgtable to analyze the existing
policy and service definitions by transforming thérto a rule-based representation
as well (i.e. to reverse engineer the already dgesl systems into our modeling
framework). For example, we can translate policygleages such as KAoS and Rei
onto R2ML derivation rules, while service descopt (e.g., WSDL) can be trans-
lated into R2ML reaction rules. Thus, we can reaseer the existing policies and
services when integrating them into new HIS apgilica This also offers a flexible




approach to redesigning the existing service-oggmilS in order to reflect changes
over either policies or processes, done by anyhefparties involved in a service-
oriented HIS. Rule-based models of policy and peaman also be used directly for
run-time validation of the execution of SOAs, whitee overall unified rule-based ap-
proach can be used for dynamic composition ofcpediriven SOAs, in the cases
when there is no predefined service compositions.

Our future work will focus on the implementationtbg tools discussed in Section
5, namely, Validators for Service OrchestrationlidyoAnalyzer/Bottleneck Spotter,
and Privacy Guardian. This will include defining ppings between R2ML produc-
tion and reaction rules (such as JBoss’ Drools BisHena), mappings between stan-
dard policy languages (i.e., XACML and WS-PolicyidaR2ML in addition to the al-
ready supported policy languages (i.e., KAoS ani, Riefining mappings between
service composition languages (e.g., WS-CDL and IBRihd R2ML, and experi-
menting with the rule-based reasoning servicesvéuification of policy-driven ser-
vice orchestrations.

References

1. “Personal Health Information Protection Act (PHIRA)
http://www.peelregion.ca/corpserv/phipa/index.htm.

2. “URML: a UML-Based Rule Modeling Language.” [Online]Available:
http://oxygen.informatik.tu-cottbus.de/rewerse-gHRode/7

3. Alam, M., et. al, "Modeling Permissions in a (U/K)L World," Availability, Reliability
and Security, 2006. The First Int'l Conference pp, 8, 2006.

4. Bézivin, J., “On the unification power of modelsgfSvare and Sys. Modeling, vol. 4, no.
2, pp. 171-188, 2005.

5. Boley, H., Tabet, S., Wagner, G. “Design Rational®ofeML: A Markup Language for
Semantic Web Ruleslh Proceedings of Semantic Web Working Sympo&0eil).

6. Brown, S. H. (2003):VistA, U.S. Department of Veterans Affairs nationalscHIS,"In-
ternational Journal of Medical Informatics 69: 13%6, Bethesda, MD (USA).

7. Ceri, S., Fraternali, P., and Bongio, A., "Web MadglLanguage (WebML): a modeling
language for designing Web site€8mputer Networksjol. 33, pp. 137-157, 2000.

8. Christensen, E., Curbera, F., Meredith, G., WeeramarS., (2001). “Web Services De-
scription Language (WSDL) 1.1". [Online] Availablettp://www.w3.org/TR/wsdI20.

9. Curbera, F., et. al. "Business Process Executionuagefor Web Services (BPEL4AWS
1.0)," At WWWyol. 106

10. Daniel Austin, Abbie Barbir, Christopher Ferris, SithGarg, “Web Services Architecture
Requirements”, [online] Available: http://www.w3.dTdR/wsa-reqs/

11. Eichelberg, M., Aden, T., Riesmeie, J., Dogac, Aleki, G. (2005). “A survey and analy-
sis of Electronic Healthcare Record standard§€M Comput. Sund7(4): 277-315 (2005).

12.Evered, M., Bdgeholz, S. (2004). “A Case Study ircéss Control Requirements for a
Health Information SystemAustralasian Information Security Workshop (2004).

13. Greenberg, M. M., et. al. (2005Yhe Soundness and Completeness of Margrave with Re-
spect to a Subset of XACMLech Report CS-05-05Dept. of Comp. Sci., Brown Univ.
14. Griffin, R., et. al. (2002). "Conformance Program &fieation for the OASIS Security As-

sertion Markup Language (SAML)OASIS November (2002).
15. Guo, J., et. al. (2004). “The Development of MML&dical Markup Language) Version
3.0 as a Medical Document Exchange Format for Hleéd4ges,J. Med. Syst523-533.



16.

17.

18.

19.

20.

21

22.

23.

24,

25.

26.

27.

28

29.

30.

31.

32

34.

35.
36.

37.

38.

39.
40.

41.

HL7, “HIPAA Claims and Attachments Preparing for Riagion,”. [Online] Available:
www.hl7.org/memonly/downloads/Attachment_Specifimas/HIPAA_and_Claims_Attach
ments_White_Paper_20040518.pdf.

Hristidis, V., et. al. (2006). “A flexible approadbr electronic medical records exchange,”
In Proc. of the int'l WSh on Healthcare inf. and Krledge ManagemenArlington, Vir-
ginia, USA, November 11, 2006. HIKM '06. ACM Presew York, NY, 33-40.

Hung, P. C. K, et. al. (2007) “Research IssuesrivBBy Access Control Model for Mobile
Ad Hoc Healthcare Applications with XACML,3rd Int'l WSh on Web and Mobile Inf.
Services (WAMIS'07Niagara Falls, Canada, May 21-23, 2007.

Jones, V. M., et. al., "A formal MDA approach foohile health systems}EWMDA-2,
Second European Workshop on Model Driven ArchitedfMDA) with an Emphasis on
Methodologies and Transformations, Canterbury, Bnd}, 2004 pp. 28-35.

Jirjens, Jan, Secure Systems Development with 8tinger, Berlin-Heidelberg, 2004.

.Kagal, L., Joshi, T. (2003). "A policy language fopervasive computing environmerin’

Proc. of IEEE 4th Int'l WSh Policies for Dist. Sysd Net POLICY 2003yp. 63-74.
Kaviani, N., et. al. "Web Rule Languages to Carryidted," In Pro. of the 8th IEEE Int’l
WSh on Policies for Dis. Sys and Nd&slogna, Italy, 2007, pp. 188-192.

Kaviani, N., et. al. “Integration of Rules and Ra@s for Semantic Web Servicedit'l
Journal of Advanced Media and Communication (IJAM@}) 2007.

Kifer, M., Lausen, G., Wu, J, (1995). “Logical Falations of Object-Oriented and Frame-
Based Languages]. ACM42(4): 741-843 (1995).

Lodderstedt, T., Basin, D., and Doser, J., "SecureUMUML-Based Modeling Language
for Model-Driven Security,UML, vol. 2460, pp. 426—441, 2002.

Lukichev, S., et. al. (2007). “Using UML-based Rufes Web Services ModelingProc.
of the 2nd Int'l WSh on Services Engineeristanbul, Turkey, April 2007, pp. 290-298.
M. Fleury and F. Reverbel, "The JBoss Extensible &grint’l Middleware Conf.2003.

.M. Hafner, et. al., "Sectet: an extensible framdwfar the realization of secure inter-

organizational workflows,Internet Researchjol. 16, pp. 491-506, 2006.

Milanovi¢, M., et.al. "Business Process Integration by usBsgneral Rule Markup Lan-
guage",11th IEEE Int'| Enterprise Dist. Object Computing GoAnnapolis, USA, 2007.
Moses, T., (2005). eXtensible Access Control Markapguage (XACML) Version 2.0.
OASIS Standard (2005).

Paige, R. F., Brooke, P. J., and Ostroff, J. S. 2B@Tamodel-based model conformance
and multiview consistency checking. ACM Trans. Sofemg. Methodol. 16, 3.

.R2ML Specification [Online] Available: http://oxygenformatik.tucottbus.de/R2ML/
33.

R2ML: R2ML to/from Other Rule Languages. [Online] Aedile:
http://oxygen.informatik.tu-cottbus.de/rewerse-¢iHRode/6.

Uszok, A., et. al. “KA0S: A Policy and Domain Seares Framework for Grid Computing
and Semantic Web Services Trust Managememil’Int’l Conf. (iTrust 2004)16—26.

W3C RIF Working Group [Online] Available: http://imww3.0rg/2005/rules/wg.

W3C Semantic Web Services Language Requirementsing)ilvailable:
http://www.daml.org/services/swsl/requirements/skgsjuirements.shtml

W3C Specification for WS-Policy, Web Services Polity - Framework (WS-Policy)
Reference: April200§online]. Available: http://www.w3.0rg/2002/ws/poli/

Wagner, G., et. al."A Usable Interchange FormatRah Syntax Rules: Integrating OCL,
RuleML and SWRL, Reasoning on the Web Workshop atWWWZR066).

White, S.A., “Using BPMN to Model a BPEL Proces005)BPTrends 31-18.

Wozak, F., Schabetsberger, T., Ammmenwerth, E. {ROBnd-to-end Security in Tele-
medical Networks,’A Practical Guideline, Int'l J of Medical Informat (2007)$84—490.
Xiaoou, Z., Keng P.H., “XML-Based Virtual Patient Reds System for Healthcare Enter-
prises,”4™ In’l Conf. on Enterprise Info. Sy€iudad-Real, Spain, April 3-6 2002.



